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The Benefits of Records and Information 

Management (RIM) in Electronic Discovery 

 

Challenges  

The importance of records 
information management is often 
underestimated and 
misunderstood. 

The absence of solid RIM is told in 
fines, lawsuits, and missed 
opportunities. 

Takeaways  

Understand the key rules for 
handling information. 

Learn the significance of a 
Retention Schedule.  

Understand the risks of information 
mismanagement. 

Save time and money with a 
structured records retention 
methodology.  
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Introduction 

Records and Information Management (RIM), a key component of information 

governance programs, is often something that companies put in place after being stung 

with costly e-discovery orders.  However, many forward-thinking companies put RIM 

programs in place for more positive reasons - because it makes good business sense and 

facilitates e-discovery if and when it occurs.  This white paper explores the risks of not 

having a RIM program as well as the benefits of having and soundly implementing a RIM 

program as it relates to e-discovery. 

The triggering of the notice to preserve information in a lawsuit can cause a great deal 

of panic in an organization.  The duty can arise from the receipt of a letter threatening 

litigation and demanding that information relating to the dispute be preserved.1  In 

Victor Stanley, Inc. v. Creative Pipe, Inc2, Judge Grimm stated that “[t]he common law 

imposes the obligation to preserve evidence from the moment that litigation is 

reasonably anticipated…. [and] for a defendant, at the latest, when the defendant is 

served with the complaint.” 

Consequences of E-Discovery Failures 

The consequences of the failure to preserve information are varied – depending upon 

the facts of the case; sanctions can vary from monetary penalties, an adverse inference 

instruction—all the way to terminating sanctions in extreme cases.  Thus, for example, 

in Nursing Home Pension Fund, Inc. v. Oracle Corp.3, the court granted an adverse 

inference instruction in connection with emails of Oracle CEO Larry Ellison in part 

because defendants either destroyed or failed to preserve the emails when they had 

notice that the emails were relevant to the litigation. 

In this case, a failure to produce email attachments was discovered only after plaintiffs 

had hired a third-party vendor to double check Morgan Stanley’s compliance with a 

previous court order.  In addition, Morgan Stanley had continued to overwrite emails in 

violation of an SEC regulation requiring emails to be kept in a readily accessible format 

for two years.4 

                                                           
1 Goodman v. Praxair Services, 632 F. Supp. 2d. 494, 511 (D. Md. 2009).   
2 269 F.R.D. 497, 521-22 (D. Md. 2010). 
3 254 F.R.D. 559, 566 (C.D. Cal. 2008). 
4 Coleman (Parent) Holdings, Inc.. v. Morgan Stanley & Co., Inc., Order on Coleman (Parent) Holdings, 
Inc.’s Motion for Adverse Inference Instruction due to Morgan Stanley’s Destruction of E-mails and 
Morgan Stanley’s Noncompliance with the Court’s April 16, 2005 Agreed Order, and Motion for 
Additional Relief and Order on Plaintiff’s Motion to Compel Further Discovery Regarding Morgan 
Stanley’s Destruction and Non-Production of Emails, Case No. 502003CA005045XXOCAI (Fla. Cir. Ct. 
Mar. 1, 2005). 
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The net result of these and similar discovery fiascos ultimately led to the granting of 

plaintiff’s motion for default judgment.  In the subsequent trial on damages, the jury 

entered a $1.58 billion verdict (although reversed on other grounds on appeal). 

The Typical Approach to Handling Information 

The most likely scenario is that information relevant to the matter is widely dispersed 

across the firm.  Absent a RIM Program, the company may have designated places on 

their networks for information storage, but may not have any policies regarding the 

management of electronic information. This results in each person determining what 

information they will store and how and where they will store it.  If this is the case for 

electronic information, it is most often true regarding paper documents.   

Furthermore, in cases where information exists in both paper and electronic formats, 

there is no designation as to which is the company’s “official” record. The result can be 

information chaos-- the business may come to a grinding halt while the company’s 

personnel wade through thousands of documents to find the information responsive to 

the discovery request.  

Another tendency of most organizations is to save information indefinitely.  Most 

individuals keep their electronic documents forever if they can, unless forced to delete 

information because of space limitations. In addition, when backing up the 

organization’s computers, the IT department may keep the backup media indefinitely. 

Both actions may have consequences impacting the organization’s discovery obligations. 

When a firm becomes aware of an impending lawsuit, a natural reaction is to clamp 

down and try to preserve everything, including all information in all formats, and sort it 

out later.  From a legal standpoint, it is clear that this is not necessary.5   

The fact is, the more information an organization retains, the more information it 

potentially exposes to discovery in litigation.  The decreasing costs of storage media, as 

hard drives become larger and less expensive, are directly countered by the costs to 

review that information in a lawsuit.  The Sedona Conference, an electronic discovery 

think tank, estimated the costs of review of 1 gigabyte of data at $32,000 (assuming 

review costs of $200 per hour).6 

 

                                                           
5 For example, in Zubulake v. UBS Warburg, 220 F.R.D. 212, 217 (S.D.N.Y. 2003), Judge Scheindlin 

stated that an organization was not required to “preserve every shred of paper, every e-mail or 

electronic document, and every backup tape.” 

6 This also assumes that 1 gigabyte of data equals about 80,000 pages of information.  The Sedona 
Conference® Best Practices Commentary on the Use of Search and Information Retrieval Methods in 
E-Discovery, 8 Sedona Conf. J. 189, 198 n13 (Fall 2007).    
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The Role of Records and Information Management  

The discipline of records and information management treats information as an asset, 

with a defined lifecycle.  When information is considered an asset, the information is 

managed for the benefit of the organization.  It recognizes that there is a cost to the 

generation of information, as well as a cost to the retention of that information.  Once 

the information has reached the end of its lifecycle—there is no longer any business, 

legal or regulatory reason to retain it – the information is destroyed or deleted.7   

According to ARMA International, the premier association for records management 

professionals, records information management is the field of management responsible 

for the efficient and systematic control of the creation, receipt, maintenance, use, and 

disposition of records, including processes for capturing and maintaining evidence of 

and information about business activities and transactions in the form of records. 

Here are the key benefits of a RIM program.  Details follow later in this paper.  

 

  

                                                           
7 See generally Randolph A. Kahn and Barclay T. Blair, Information Nation, 24 (2d ed. 2009). 

RIM Program Component  E-Discovery Benefit 

Records Inventory 

Quickly locate responsive information for 

successful implementation of litigation hold 

Assists counsel in understanding relevant 

information for Rule 26(f) conference 

Quickly determine whether relevant records are in 

the hands of third parties so that appropriate 

action can be taken 

Reduce likelihood of discovery sanctions by 

increasing ability to respond to discovery requests 

and avoiding destruction of relevant information 

Records Retention Schedule 

Facilitates overall reduction of outdated 

information in the organization; also reducing 

potential discovery review costs 
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Records Inventory 

The foundational building block of RIM is the identification of the company’s 

information assets, known as the records inventory.  This activity provides critical inputs 

for the records retention schedule (described below) and the data map, which describes 

the organization’s information systems in a graphical format.  This allows counsel to see 

the “big picture” of the interrelationships between the various systems. These efforts, in 

turn, provide counsel with the information necessary to represent the company 

effectively at the Rule 26(f) “meet-and-confer” conference, in which e-discovery issues 

are discussed by the parties at the early state of the overall discovery process. 

The Federal Rules of Civil Procedure contain a so-called “safe harbor” for information 

automatically deleted by an information system (for example, an email system which 

deletes email after a set period).  Rule 37(e) provides that “[a]bsent exceptional 

circumstances, a court may not impose sanctions under these rules on a party for failing 

to provide electronically stored information lost as a result of the routine, good-faith 

operation of an electronic information system.”  The key is the phrase “good-faith 

operations.”  The Advisory Committee notes to the rule state that “[t]he good faith 

requirement of Rule 37[e] means that a party is not permitted to exploit the routine 

operation of an information system to thwart discovery obligations by allowing that 

operation to continue in order to destroy specific stored information that it is required 

to preserve.”   

In other words, if information is subject to a legal hold, the party cannot allow the 

information to be deleted by the system and claim the benefits of the safe harbor. In 

Peskoff v. Faber8, a factor contributing to the court’s requirement that defendant pay 

for forensic imaging of computer was his failure to “deactivate network maintenance 

tools that automatically delete electronically stored information.”   

However, if data is retained for a reasonable amount of time, and then deleted by the 

operation of the system, before there is awareness that the data might be needed in 

litigation, the firm cannot be sanctioned, pursuant to Rule 37(e).  The records inventory 

allows counsel to quickly locate information which may be subject to automatic deletion 

policies and to suspend those policies to avoid a finding of bad faith. 

 

  

                                                           
8 251 F.R.D. 59, 62 (D.D.C. 2008) 
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It is important to note that organizations have the obligation to keep track of and 

produce records even if those records are in the hands of third parties. Under Federal 

Rule 34, a party must produce records when those records are in the party’s 

“possession, custody or control.”  In A. Farber and Partners, Inc. v. Garber9, the court 

stated that a party must produce documents “if the party has actual possession, 

custody, or control, or has the legal right to obtain the documents on demand.”  Noting 

that the defendant had not produced any records from Nextel, Pacific Bell, several 

banks, the IRS and the California Franchise Tax Board, the court required the defendant 

to execute appropriate releases with those entities so that the required records could 

be produced.10   

The inclusion of such information assets in the records inventory allows the company to 

move quickly to determine whether those assets are subject to a discovery request.  

Counsel can then set expectations appropriately in the Rule 26(f) conference, as well as 

reveal potential issues of retrieval at an early stage in the process. 

Records Retention Schedule 

A key aspect of RIM is the records retention schedule.  A records retention schedule 

uses the records inventory to build a set of rules related to the length of time each 

record category is to be retained to meet business and legal requirements. It ensures 

that the company has the records that are required to be created and kept to meet 

regulatory obligations. Equally important, the retention schedule also provides the 

guidance and legally-defensible documentation related to destroying records in the 

normal course of business that have met the documented requirements.   

A records retention schedule can have both advantages and disadvantages—for 

example, while the company won’t be subject to sanctions for the loss of the 

information even if relevant to the suit, the firm may also lose information which could 

be favorable to its cause.   

One of the major costs of electronic discovery stems from the volume of information 

that is involved in litigation. By defining of categories of information that are generated 

and, more importantly, are retained (along with the retention period of that 

information), a records retention schedule can facilitate the reduction of the volume of 

information subject to electronic discovery.   

 

                                                           
9 234 F.R.D. 186, 189 (C.D. Cal. 2006). 
10 Id. at 190. 
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A records retention schedule gives the organization permission to destroy information 

which is no longer required for the firm’s operations or subject to legal or regulatory 

requirements.  The courts have consistently upheld the destruction of information 

pursuant to records retention schedules when not needed for legal or regulatory 

reasons.11   

One of the major costs of electronic discovery stems from the volume of information 

that is involved in litigation. By defining of categories of information that are generated 

and, more importantly, are retained (along with the retention period of that 

information), a records retention schedule can facilitate the reduction of the volume of 

information subject to electronic discovery.   

A records retention schedule gives the organization permission to destroy information 

which is no longer required for the firm’s operations or subject to legal or regulatory 

requirements.  The courts have consistently upheld the destruction of information 

pursuant to records retention schedules when not needed for legal or regulatory 

reasons.12   

When that demand letter comes in, or the complaint is filed, it is too late to suddenly 

adopt a records retention policy with retention periods which just happen to end when 

the contested events begin.  Nor can a document retention policy be used as a weapon 

to delete potentially responsive information.  In re Napster Copyright Litigation,13 an 

officer of the defendant corporation had sent out an email to employees reminding 

them of their email policy that they “[did] not retain emails, it is your responsibility to 

delete your handled emails immediately,” nor did they retain written copies of emails in 

their files.   

More damaging, however, was the observation in the same email that “we have all been 

required to surrender Napster e-mails.”  The court found that “[t]his was clearly 

designed to instruct the recipients to delete all of their Napster-related emails going 

forward in order to avoid surrendering them.”14  The court found this conduct to be 

subject to sanctions. 

                                                           
11 See, e.g. Andersen v. U.S., 544 U.S. 696, 704 (2005)(“It is, of course, not wrongful for a manager to 
instruct his employees to comply with a valid document retention policy under ordinary 
circumstances.”); Petcou v. C.H. Robinson Worldwide, Inc., 2008 WL 542684 (N.D. Ga. Feb. 25, 
2008)(“It does not appear that Defendant acted in bad faith in following its established policy for 
retention and destruction of e-mails.”). 
12 See, e.g. Andersen v. U.S., 544 U.S. 696, 704 (2005)(“It is, of course, not wrongful for a manager to 
instruct his employees to comply with a valid document retention policy under ordinary 
circumstances.”); Petcou v. C.H. Robinson Worldwide, Inc., 2008 WL 542684 (N.D. Ga. Feb. 25, 
2008)(“It does not appear that Defendant acted in bad faith in following its established policy for 
retention and destruction of e-mails.”). 
13 462 F. Supp. 2d 1060 (N.D. Cal. 2006). 
14 462 F. Supp  2d at 1073. 
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Furthermore, a records retention policy is of no value when it is not followed.  In 

Murphy Oil USA v. Fluor Daniel, Inc., 2002 U.S. Dist. LEXIS 3196 (E.D. La. Feb. 19, 2002), 

Fluor Daniel had retained backup tapes for 14 months, despite a 45 day recycling policy.  

The court required Fluor to produce those tapes, giving Fluor the option of having 

Murphy’s counsel review the tapes, or incurring the cost of prior review itself.  The court 

observed that had Fluor followed its policy, “the e-mail issue would be moot.” 

Benefits of an Effective RIM Program for Electronic Discovery 

The two building blocks of a RIM program, the records inventory and the retention 

schedule, bring many benefits to the organization in electronic discovery and other 

contexts.  Following are three of the most important.  

1. Information is easily located.  When a company’s information is organized, it can be 

more easily located when it is required for business reasons, as well as for litigation.  An 

effective records management tool will not only contain categories of information, but 

also its characteristics, the primary custodians, and where that information is located, 

particularly if located in multiple places.  This can be critical in e-discovery. Recall that 

the duty to preserve information arises not only upon the filing of a complaint, but 

when the organization becomes aware that it is likely to be sued.  A RIM tool can help 

counsel locate the information, and inform the relevant custodians that the information 

must be preserved. A quick response can mean the difference between meeting the 

firm’s discovery obligations, and facing sanctions if the information is destroyed before 

it can be located. 

2. Reduction of discovery costs.   The definition of retention periods for information 

results in the overall reduction of the volume of information in the organization, since it 

runs counter to the impulse to keep everything forever.  A smaller volume of 

information in the organization translates directly into lower discovery costs, because 

there is less information available for review.   

As the Lewy case demonstrates, however, it is important to carefully consider the length 

of the retention period for certain critical information. “Nevertheless, in one study, the 

researchers ‘did not discover a single case where a court sanctioned a party for 

following its document retention and recycling policy; there was always another 

consideration.’”15  Although business considerations are certainly germane, following a 

retention period set by law or regulation gives the firm a “safe harbor.” 

Had Morgan Stanley implemented and followed a records retention schedule, it would 

have followed the two year retention period for email, and would have been able to 

produce the backup tapes when requested, as it would have known where they were  

                                                           
15 Grimm, Berman, Crowley and Wharton, supra note 9, at 388, n27. 
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kept. It would not have taken the efforts of a third-party vendor to make sure that it was 

complying with its discovery obligations.  

3. Ability to maintain focus on the litigation, rather than become sidetracked on e-

discovery disputes. There are many examples of cases being decided as a result of e-

discovery disputes, rather than the merits of the case.  A good RIM program facilitates a 

focus on the merits in three important areas: 

• First, counsel is able to locate desired information more quickly, thus avoiding 
maintaining the ability to meet discovery deadlines.  

• Second, most RIM programs include training personnel on the implementation 
of legal holds.  Counsel can readily locate custodians, and those custodians 
know how to preserve information to prevent its alteration or destruction.  

• Third, as an effective RIM program addresses archiving of information as well as 
primary storage, the problem of review of backup tapes, which was the 
ultimate cause of the $1.5 billion Morgan Stanley judgment, is largely avoided 
or minimized. 

 

Conclusion 
 

Implementation of a RIM program forces an organization to examine why it creates 

information and to justify why it retains it. The information is organized so it can be 

readily accessed – a benefit not only in the discovery context, but in everyday 

operations.  The attachment of the duty to preserve is of course another key reason to 

retain information – but if the information loses its value before the duty attaches, it 

can be legitimately destroyed, thus reducing the overall volume of information subject 

to discovery requests. In litigation, an effective RIM program can mean the difference 

between an expensive diversion into discovery issues, and a cost-effective resolution of 

the dispute on the merits. 

 About IG Mapware  

IG Mapware is a comprehensive, easy-to-use database for information asset inventory 

and data mapping. Designed by industry experts, IG Mapware offers multiple views of 

all your information assets in one place (electronic documents, emails, hard copies, 

information at third parties, etc.), so you can quickly identify the value and risks 

associated with your information. As a cloud-based service, you can easily scale IG 

Mapware to your unique needs without internal technical support. IG Mapware is 

affordable, comprehensive and evergreen, making it a smart foundation for your 

information governance programs. Professional services are also available. IG 

Mapware’s clients range from Fortune 500 companies to public agencies with 200 

employees. Learn more at www.igmapware.com.   

http://www.igmapware.com/
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